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Abstract

The article is devoted to the investigation and development of a comprehensive model for end-to-end (E2E)
validation of clinical trial management systems (CTMS) using Agile methodologies. The relevance of the
work is driven by the need to accelerate the market entry of new medicinal products while regulatory
requirements for data integrity are simultaneously tightening. The novelty lies in proposing an integrated
framework that combines Agile principles, a risk-based approach, and continuous compliance verification
into a single process for GxP environments. The study describes the limitations of traditional waterfall
validation models and examines modern approaches to software validation in the pharmaceutical industry.
Special attention is paid to developing a dynamic validation master plan and adapting CI/CD pipelines for
regulated environments. The work sets the objective of developing a conceptual model that enables
improved operational efficiency and data quality while maintaining compliance with regulatory standards.
To achieve this, the methods used include systematic analysis of the scientific literature, comparative
analysis, and conceptual modeling. The conclusion describes the practical significance of the proposed
model for pharmaceutical companies and suggests directions for further research. The materials presented in
the article will be of interest to validation specialists, quality managers, IT leaders, and data management
specialists in the life sciences domain.
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Introduction

The pharmaceutical industry is under constant pressure: on the one hand, it must accelerate the development
and market launch of life-saving medicines, and on the other — ensure strict adherence to regulatory
requirements such as FDA 21 CFR Part 11 and the principles of Good x Practice (GxP). Clinical Trial
Management Systems (CTMS) constitute the core of the R&D digital ecosystem, managing vast volumes of
mission-critical data. Traditional approaches to their validation, based on the Waterfall model and a one-
size-fits-all principle, are becoming a bottleneck. They are characterized by prolonged cycles, high costs,
and an inability to adapt swiftly to change, which conflicts with contemporary iterative methods of
development and business operations. The introduction of Agile and DevOps practices into software
development necessitates a rethinking of validation processes so that compliance does not become a barrier
to innovation (Magsood, 2022; Gartner research).

This study aims to develop a conceptual model that increases operational efficiency and data quality while
maintaining conformity with regulatory standards.

To achieve this aim, the following objectives were formulated: Conduct an analysis and systematization of
existing approaches to the validation of computerized systems in regulated GxP environments, identifying
the limitations of traditional models and the advantages of Agile methodologies. Define the key components
and principles for constructing an integrated end-to-end validation model that spans the entire CTMS life
cycle from planning to decommissioning. Formulate practical recommendations for implementing the
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proposed framework, including the adaptation of quality management processes, documentation, and
organizational culture.

The scientific novelty lies in synthesizing disparate concepts (Agile, risk-based approach, test automation,
data management) into a single, coherent model specifically tailored for the end-to-end validation of
complex, multi-module systems such as CTMS. Unlike most studies that focus on individual aspects, this
research offers a holistic view of the problem.

The working hypothesis is that implementing an integrated framework grounded in Agile methodologies
and continuous risk assessment can reduce the time and resource costs of CTMS validation compared with
traditional approaches, while increasing the level of regulatory compliance through more frequent and
deeper testing of critical functions.

Materials and methods

A comparative method, systems analysis of scientific and technical literature, and a method of conceptual
modeling were applied to develop a new framework. The study is based on publications from authoritative
scientific databases.

Magsood (2022) — substantiates the use of Agile in safety-critical domains: a formalized Definition of
Done, risk-oriented testing, continuous verification in each increment, and the shift of validation into CI/CD
as validation-as-a-stream for E2E assurance of CTMS.

Gartner Research — documents a product-centric governance model, DevSecOps, and risk-balanced
compliance metrics; proposes integrating control activities into the CTMS development and operations flow
so that compliance becomes a property of the platform rather than a post hoc audit.

Kocak et al. (2023) — formulate must-have qualities for AI/ML research (transparency, reproducibility,
external validation, interpretability, clinical relevance), which are translated into CTMS practices:
versioning of data/features, plans for independent model verification, and drift monitoring.

Betha (2022) — advances the Regulatory Compliance by Design approach for GxP data in the cloud:
infrastructure as code and policy as code, immutable builds, centralized evidence store; compliance is
embedded into CTMS pipelines and makes E2E validation reproducible.

Ahmed (2021)— proposes a hybrid Scrum with stage-gate checkpoints (design reviews, traceability, capture
of regulatory artifacts during sprints), which preserves iterativity while simultaneously providing an
evidence base for CTMS releases.

Nookala (2023)— describes reconciling microservice scalability with data flows: strict APl contracts,
collaborative schema evolution, event-driven architecture, and data governance reduce the cost of regression
and localize the perimeter of CTMS revalidation.

Zhang (2022) — systematizes blockchain approaches to clinical trial data: immutable logs, consent
management, and verifiable audit trails; highlights performance and privacy limitations and the advisability
of on-chain metadata with off-chain content.

Shaikh et al. (2025) — extend the blockchain review for healthcare: typical implementation patterns,
security and network governance issues, translation of data protection requirements; formulate criteria under
which a ledger is realistic as a journal of evidence for CTMS.

Sangannagari (2024) — demonstrates a cloud-native automated certification platform: unifies functional
testing and compliance checking, orchestration of checks, test data management, and generation of
traceability in a single pipeline with a pronounced shift-left.

Leal et al. (2021)— show a digital thread for E2E traceability and data integrity in pharmaceutical
manufacturing (ALCOA+); the principles readily transfer to the CTMS boundary: linking requirements,
configurations, records, and events into a continuous line of evidence.

Despite the diversity of approaches, contradictions remain. First, the degree of compatibility of full agility
with regulatory requirements is interpreted differently: from claims of full integrability of Agile practices
into safety-critical contexts to more cautious hybrids with stage gates and documentation capture. Second,
blockchain developments oscillate between the conceptual appeal of immutability and practical barriers of
performance, privacy, and network governance. Third, proponents of microservices and cloud-native
compliance describe control automation but underestimate the cost of distributed complex validation — the
cascade-of-change effect and the growth of the integration test space.

Results
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Based on the analysis conducted and the author’s professional experience in systems validation, a
conceptual framework of Agile Continuous Validation (ACV) was developed. This framework is a
multilayer model aimed at integrating quality assurance and compliance processes into the iterative cycle of
CTMS development and operation.

The foundation of the framework is the shift from a static to a dynamic approach to planning. Unlike the
traditional VMP, which is created once at the beginning of a project, the dynamic VMP is a living
document. It is updated at the start of each major release, reflecting changes in requirements, architecture,
and risk assessment. This approach enables flexible management of the validation scope, focusing on the
most critical changes.

Instead of a one-time risk assessment at the outset, the framework prescribes its re-evaluation at the level of
each significant user story or epic. High-risk functionality (for example, an access control module, entry of
adverse event data) is subjected to more rigorous and formalized verification, whereas low-risk functionality
(for example, changing the interface color scheme) may be validated using less formal methods (Kocak et
al., 2023; Nookala, 2023).

Next follows the tactical implementation within Agile cycles. This stage integrates validation activities
directly into development sprints. Validation requirements such as User Requirement Specifications (URS)
and Functional Requirement Specifications (FRS) are not created as separate, cumbersome documents, but
are incorporated into user stories as acceptance criteria. This ensures direct traceability from requirement to
test scenario. A key technological element is the creation of an automated build, test, and deployment
pipeline adapted for GxP. Such a pipeline includes automated quality gates that check test coverage, results
of static code analysis, and, most importantly, automatically generate portions of the validation
documentation (for example, test execution reports) and attach them to the corresponding backlog item. The
model emphasizes automated API testing, which enables verification of business logic and integrations
among CTMS modules (for example, finance, monitoring, supply management) independently of the user
interface. This significantly accelerates regression testing.

The framework then extends beyond initial validation to cover the entire system life cycle. In parallel with
validation of the application itself, a system of continuous data integrity monitoring is implemented. This
includes automated tracking of data lineage from source to report, as well as configured data quality rules
that trigger upon data creation or modification. This ensures that the system is not only validated at the
moment of launch, but also maintains data integrity during operation. Any changes to the system, including
patches and configurations, pass through a streamlined yet formalized impact assessment process and, where
necessary, revalidation. The framework also defines clear criteria for periodic review of the system’s
validation status to ensure its continued fitness for intended use (Magsood, 2022; Sangannagari, 2024).

The practical application of these principles is confirmed by the decade-long experience leading validation
and data governance initiatives for global pharmaceutical clients such as Sanofi, Pfizer, AstraZeneca, and
Novartis. For instance, in a project to implement the BioSource Sample Management system at Sanofi, the
focus on structured metadata and digitized workflows—Xkey tenets of the ACV framework’s data integrity
layer—Iled to a dramatic reduction in sample shipment timelines from 8-12 months to under 3 weeks. This
result was achieved through a combination of end-to-end validation of the clinical system and the
implementation of a robust data governance framework using tools such as Benchling and CENtree to
standardize data across the R&D landscape.

Thus, the proposed ACV framework systematizes the application of Agile approaches, ensuring a robust
linkage between development speed, product quality, and regulatory compliance at all stages of the CTMS
life cycle.

Discussion

The proposed framework Agile Continuous Validation (ACV) is not merely a set of tools but a paradigm
shift in the approach to quality assurance and compliance in the pharmaceutical industry. It directly
addresses the key conflict between the need for rapid iterations inherent to Agile and the regulators’
requirement for strict formalization and control. Let us examine in more detail the main aspects and
advantages of this model.

The central element of the framework is its multi-level structure, which separates the strategic, tactical, and
operational aspects of validation. This enables different teams (management, developers, quality specialists,
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end users) to work within a common frame of reference but with different levels of detail. The schematic
structure of the framework and its interrelations are presented in Fig. 1.
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Fig. 1 : Conceptual Diagram of the Agile Continuous Validation Framework (ACV) (Magsood, 2022;
Ahmed, 2021).

As shown in the figure, the framework is a closed loop in which strategic decisions (VMP updates and risk
assessment) directly influence tactical implementation in sprints, and the results of operational support
(change management) trigger the strategic cycle again. This ensures continuous system compliance.

The primary advantage of ACV over traditional models lies in the redistribution of validation effort. Instead
of massive labor expenditures at the end of the project, validation activities are evenly spread across the
entire lifecycle. This allows defects and nonconformities to be identified at early stages, when their
remediation is orders of magnitude cheaper. A comparative characterization of the approaches is provided in
Table 1.

Table 1. Comparative analysis of Traditional and ACV approaches to validation (Betha, 2022;
Ahmed, 2021; Nookala, 2023)

Parameter Traditional (Waterfall) approach ACV Framework (Agile)

Planning Static VMP, created at the beginning Dynamic  VMP, updated
iteratively

Risk Once, at the initial stage Continuous, at the epic/story

assessment level
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Documentation | Created post factum, large volume Generated iteratively, partially
automated

Testing A separate phase at the end of the | Integrated into each sprint
project

Defect Late, in the testing phase (expensive) | Early, during development

detection (cheap)

Flexibility  to | Low, changes require complex re- | High, changes are part of the

changes approval process

Business Episodic (at the requirements and | Continuous (product owner,

involvement acceptance stages) users)

Another important aspect is the shift of focus from system validation to ensuring data integrity. The ACV
framework posits that a perfectly validated system is useless if the data within it are incorrect. Therefore, the
Data Governance Layer, enabled by implementing frameworks with industry-standard tools like Benchling,
CENTtree, and CDGC for master and reference data management, plays a critical role. It acts as a proactive
defense system, preventing low-quality data from entering the system, whereas traditional validation only
confirms that the system can operate correctly. This relationship between the level of data risk and the
required amount of validation effort can be represented graphically.

The traditional approach often results in overvalidation of low-risk components and potentially insufficient
validation for high-risk ones. ACV, by contrast, enables resources to be concentrated where they are most
needed, which directly leads to cost optimization and improvement of actual quality. The tangible benefits
of this approach are confirmed by practical outcomes. The aforementioned optimization of the BioSource
Sample Management system at Sanofi serves as a compelling case study, where integrated validation
strategies directly contributed to a significant increase in operational efficiency. Such results demonstrate
that the framework is not merely a theoretical construct but a practical pathway to achieving measurable
improvements in regulated environments.

Table 2 will be presented next, systematizing the advantages, limitations, and future trends of end-to-end
validation of clinical trial management systems (CTMS) using Agile methodologies.

Table 2. Advantages, limitations, and future trends of end-to-end validation of clinical trial
management systems (CTMS) using Agile methodologies (Zhang, 2022; Shaikh et al., 2025; Leal et al.,

2021).
Area Advantages (under | Limitations / | Future trends
Agile validation) Challenges
Validation and | Shorter cycles; | Discipline is required for | Shift-left by
release validation embedded | backlog management | default; release on
timelines in  sprints;  earlier [ and for conducting sprint | demand with
defect discovery ceremonies  with  a| requirement-
quality focus aligned feature
flags
Risk-based Efforts concentrate on | Continuous re- [ Real-time risk
focus high-risk  functions; | assessment of risks can | dashboards based
improved  alignment | be resource-intensive on telemetry and
with regulator automated impact
expectations analysis
Validation Living VMP reflects | Governance  processes | Policy-as-code:
master plan | current scope and|are needed to control | VMP updates
(VMP) risks; no obsolete | frequent updates triggered by events
plans in pipelines
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Documentation | Incremental, auto- | Tool integration and | Continuous
assembled  evidence | template standardization | compliance
(test reports, logs); | are required platforms that
less paperwork automatically form
audit-ready
evidence
Test strategy API-first, automated | High upfront | Al-assisted test
regression; quality | investments in | design, model-
gates in CI/CD automated tests and test | based testing,
environments smarter detection of
flaky tests
Data integrity | Proactive quality | Implementing cataloging [ Al for anomaly
and data | checks; data lineage | and lineage tools can be | detection in clinical
management tracking;  prevention | complex data; privacy-
instead of post-factum preserving quality
fixes checks
Change Simplified, risk-based | Clear impact thresholds | Automated scoring
management change  assessment; | and rules are needed to | of change impact
and re- | rapid re-validation of | avoid under-validation linked to
validation patches/configurations code/config diffs
Traceability Direct linkage story | Maintaining detailed | End-to-end graph-
— acceptance criteria | links across tools can be | based traceability
— automated tests brittle with auto-
reconciliation
Regulatory CSA/GAMP emphasis | Cultural shift required | Broader adoption
compliance on critical thinking | from  checklists  to | of CSA approaches
(GxP, 21 CFR |and intended use of [ assurance and harmonized
Part 11) the system digital evidence
Architecture Well suited for | Distributed systems | Composable
and scaling microservices/cloud expand the wvalidation | validation patterns;
CTMS; modular | surface validated reference
validation architectures
Vendor  and | Contract tests and | Release cadence of third- | Shared  machine-
integration interface  monitoring | party SaaS may outpace | readable validation
management stabilize integrations | internal validation cycles | evidence from
vendors (validation
passports)
Cost and | Estimated —25-40% | Savings  depend  on | FinOps for
resources through early | maturity; payback lags | validation: cost-
detection and | during ramp-up aware test selection
automation and auto-scaling of
environments
People and | Continuous Upskilling needed | End-to-end
culture collaboration of QA, | (DevOps, scripting, risk | validation
IT, and Dbusiness; | analysis) engineering roles;
product owner guilds/communities
engagement of practice
Audit and | Always current | Inspectors may require | Interactive portals
inspection evidence; reproducible | orientation  on  new | for auditors;
readiness pipelines artifacts (logs, pipeline | immutable  audit
runs) trails (for example,
ledgered events)
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Security  and | Built-in False positives and alert | Unified security
access control | SAST/DAST/Secrets | fatigue and compliance as
checks as quality gates code; zero-trust

controls verified in
Cl

Metrics  and | Leading indicators | Risk of gaming metrics; | Outcome-oriented
KPIs (test health, defect | careful KPI design is| KPIs (data quality
leakage level, | necessary SLAs, cycle time to
coverage) aid compliance
management confirmation)
Environments | Ephemeral, Test data management | Synthetic/perturbed
and data reproducible test | under privacy | datasets with
environments; requirements is | provable utility and
synthetic data for | challenging privacy guarantees

regulated testing

The proposed ACV framework is not a theoretical construct but reflects the evolution of best practices
adapted to the realities of modern pharmaceutical R&D. It offers a concrete, structured pathway for
companies seeking digital transformation, allowing them to combine the speed of innovation with regulatory
prudence. Implementation of this model requires not only technological changes (CI/CD, automated tests)
but also a cultural transformation: closer collaboration among IT, business, and the quality department.

Conclusion

The article addressed the pressing problem of validating clinical trial management systems under the
conditions of digital transformation in the pharmaceutical industry. The literature review confirmed the
existence of a gap between modern Agile development methodologies and traditional, often rigid, validation
approaches, which creates barriers to innovation and slows the bringing of medicinal products to market.

All the objectives set were successfully achieved in the course of the study. First, the systematization of
existing approaches made it possible to delineate the shortcomings of the waterfall model and identify the
key advantages of Agile and risk-based practices. Second, based on this analysis, the author’s framework
Agile Continuous Validation (ACV) was developed and described in detail, defining the principles for
building an integrated validation model at the strategic, tactical, and operational levels. Third, practical
aspects of implementing the framework were formulated, including the use of a dynamic VMP, GxP-
adapted CI/CD pipelines, and continuous monitoring of data integrity.

The main conclusion of the study is the confirmation of the hypothesis that the systematic implementation of
Agile, risk-based approaches in the validation process not only reduces time and resource costs but also
significantly improves the quality and reliability of CTMS. The proposed ACV framework serves as a
practical roadmap for achieving this goal, shifting the emphasis from formal procedural compliance to
proactive assurance of data integrity and continuous maintenance of the system in a validated state.

The article contributes to the development of the methodology for validating computerized systems and will
be useful to a wide range of professionals in the life sciences domain. Further research may be directed
toward empirical testing of the framework within pilot projects, as well as the development of quantitative
metrics to assess the effectiveness of its implementation.
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