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Abstract: Nowadays Internet is an excellent priority base source for everyone for sales and distribution and everything for digital 

assets, but because of this world wide sharing of digital information now there is an issue of copyright compliance and content 

management can be a challenge for us. Now a digital information can be used everywhere very easy way with or without using consent. 

Digital image Watermarking is an ultimate solutions that can add an extra security layer of protection for a digital images. In a digital 

image watermarking technique an image or an object embedded with some information carrying watermark, this object may be audio or 

video. These watermarking embedded techniques based on DWT –Twin Encoding technique drive the benefits from random sequence 

generated by Arnold and Chaos transformations. The proposed system before sending the multimedia data it apply the composite 

partition algorithm, watermark optimization techniques and the resulting file is Encrypted using RSA algorithm with public key and 

send it to the client side. Simulation result shows the performance of watermarking of image against different attacks. In the end, the 

performance of the proposed technique will be measured on the basis of PSNR, and NCC. 
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1. Introduction 

With the rapid enhancement of digital information technology 

the data distribution at worldwide level is become very easy. 

This fastest development also effected on the security issue of 

data from the other facts like counterfeiting, piracy and 

malicious maniple. For the protection of data many number of 

mechanism are used, digital image watermarking is one of 

them. Watermark-It is a label, a tag, an information container 

which inserted or embedded into image data to make original 

image data secure from illegal manipulation and distribution. 

Embedded information can be visible or invisible to other 

world. Digital image watermarking compress the main feature 

like it doesn‟t make any effect on the quality of image with 

having a strong concern about the geometric and non-geometric 

shape included in an image also known as robustness of 

watermarking. Digital image watermarking can de describes in 

following domain scheme; spatial domain scheme, transform 

domain scheme and feature base watermarking scheme. In the 

spatial domain scheme the information tagged in a specific 

pixel of digital image,  

 
Figure 1: Spatial Domain Watermarking 

While in case of transform domain scheme, first image transfer 

into frequency domain then information tagged to its frequency 

coefficient. In the both watermarking technique the transform 

domain scheme is more complex but more secure against 

different attacks 

 
Figure 2: Transform Domain Watermarking 

 

In the feature base watermarking, first we select the main 

feature of an image as the main feature of an image having high 

invariance to distortion so it can be used as key to set 

watermark of image with a constraint that it will not make any 

effect in the geometric and non-geometric feature of an image. 

2. LITERATURE REVIEW  

Deepa et.al, in this paper, proposes a method for watermarking 

on still image based on the concept from wavelet based data 

fusion. This technique is highly robust to compression and 

additive noise factor of an image, also beneficial and effective 

when the images are almost completely destroyed, yet it can be 

extracted fairly accurately. Propose method is also quite 

flexible to moderate linear mean ltering. It uses the discrete 

wavelet transform for the independent processing of the 

resulting components like the human eye [1]. 

 

Pratibha et.al, this paper are develop a technique based on 

multi-bit watermark and embedded it into a low frequency band 
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of cover image with the help blending technique. At the time of 

tagging the watermark image, the image get scatter within 

original image because of scaling factor of alpha blending 

technique. Develop technique can embed the invisible 

watermark into the digital image using alpha blending 

technique , and which can be recover by extraction technique. 

Its Experiment results define that the quality of the 

watermarked image are mainly dependent on the scaling factor 

[2]. 

 

3. DISCRETE COSINE TRANSFORM (DCT) 

WATERMARKING  

The DCT technique is used to convert frequency domain signal 

into time domain signal. For using time domain signal, an 

image is easily split into pseudo frequency bands and in this 

work watermark techniques inserted into middle band 

frequencies since as discussed in all frequency domain 

watermarking techniques, there is a conflict among robustness 

and transparency. The Discrete Cosine Transform is a Fourier 

related transform similar to Discrete Fourier Transform but 

using only real numbers. The Discrete Cosine Transform are 

equivalent to DFTs of roughly twice the length, operating on 

real data with even symmetry (since Fourier transform of real 

and even function is real and even).  

 

4. DISCRETE WAVELET TRANSFORM 

(DWT) WATERMARKING  

The Wavelet transform has been widely studied in signal 

processing in general and image compression in particular. The 

Two dimensional Discrete Wavelet Transform scheme is used 

to decompose the image into four sub bands namely LL, LH, 

HL & HH.  

LL- Low frequency band  

LH- Horizontal high frequency band  

HL- Vertical high frequency band  

HH- Diagonal high frequency band  

The Wavelet coding techniques are especially suitable for 

applications where scalability and tolerable degradation are 

important. 

 
Figure 3: Single level Decomposition using Discrete Wavelet 

Transform  

5. RIVEST-SHAMIR-ADLEMAN (RSA) 

ALGORITHM  

The four steps of RSA algorithm are key generation method, 

key distribution encryption and decryption. For the sender 

encrypts his image using public key  and the receiver 

decrypts the image using the private key   

where „e‟ is  

        (1)

 

and e ,n are co-prime. p and q are assigned co-prime numbers. 

Firstly the image data is converted into the integer m such 

that . The cipher text „c‟ is 

computed by the equation c=me (mod n) where n is the product 

of p and q. 

The receiver recovers integer m by the private key exponent d‟ 

by performing m=cd mod (n).  

The algorithm has been explained in details below in 

subsections E and F. In subsection E, embedding algorithm is 

presented. The watermark is extracted in the reverse way which 

is given in subsection F. 

 

6. ARNOLD TRANSFORM 

The Arnold transformation, it is also called cat mapping, is a 

tool changing one matrix into another. A be a NN matrix, a 

point  can be shifted to another point  by equation: 

     (2) 

 

It is known that the Arnold transform system works well in 

applications for encrypting images. For an  matrix 

image, Arnold transform is given by equation (2) where  

and  express the pixel coordinates of the original and 

encrypted images, respectively. With the periodic boundary 

treatment, the image encryption using iterations of the Arnold 

transform may be written as: 

  (3)

 

Where, . The Arnold 

transform matrix is given as in (6) and I is an  image 

field. The encrypted image may be inverted by applying the 

inverse of the Arnold matrix times as follows: 

  (4) 

Where  is the pixel of the encrypted image. An original 

image may reappear after iterations, depending on the size of 

the given image. The periodicity depends on the size of the 

images [10]. 

After certain number of Arnold transformation, matrix A 

reappears. Denote the number of Arnold transformation when 

A reappears as period. In our experiments, Arnold 

transformation is performed on 128×128 matrices, and 

period=96. After Arnold transformation, security and 

robustness of our algorithm is increase 

 

7. RESULTS 

The proposed idea will be implemented in MATLAB software 

which is extensively utilized in all regions of applied 

mathematics method. The system block diagram of different 

transform based watermarking technique for proposed work is 
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shown in Fig. 4. The methodology of proposed work is given 

as: 

 
Figure 4: Block Diagram Embedded Watermarking 

 
Figure 5: Block Diagram of Watermark Extraction  

 

For the performance of wavelet transform, Chaos transform and 

Arnold transform based watermarking techniques shown in Fig. 

5. The proposed algorithm it is assumed that the dimension of 

the cover image I is N x N matrix. First step embed the 

watermark in a cover image or host image by using watermark 

embedding techniques and then the watermark will be extracted 

using extraction algorithm and RSA algorithm. For the 

robustness of the algorithm will be measured by applying 

attacks on watermarked image and then with the help of 

performance parameters NCC and PSNR values the robustness 

of the extracted logo will be evaluated. 

 

 
Figure 6: GUI for Inputs Data 

 

 
Figure 7: GUI for Embedding Process  

Figure 8: GUI for Extraction Process 

 

 

                                 Figure 9: Cover Image 

 

Figure 10: Watermark 
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Figure 11: Arnold Transform 

 

                             Figure 12: RSA encryption 

 

Figure 13: Chaos Transform 

 

                          Figure 14: Embedded Image 

 

Figure 15: Inverse Chaos Transform 

 

Figure 16: RSA Decryption 

 

Figure 17:  Inverse Arnold Transform 

 

Experimental results are examine by PSNR, MSE and NCC 

parameters. PSNR stands for peak signal to noise ratio. Larger 

the value of PSNR, better the quality of image or we can say 

that smaller the value of PSNR, larger the difference between 

images. PSNR value is accepted it is above 30dB. MAE is the 

mean absolute error. Mae measure the difference between an 

original watermark and corresponding extracted one. Lower the 

value of MAE means more robust. NCC stands for normalized 

cross correlation. The value of NCC is in between [0, 1]. 

Larger the value of NCC, similarity between images is more. 

Generally, its value of greater than 0.7500 is accepted. 

In the proposed method, we are using Gain Factor in 

embedding process, which results that it increases PSNR value 

which include RSA algorithm also. This means that, security 

increases as compared to the previous method which uses 

Arnold and chaos transformation only. One of the main 

advantage of gain factor is, at the particular value of gain 

factor, the PSNR value is same for any image. It means, result 

does not depend on image type, rather it depends on gain factor 

value. The result of proposed method for some images are 

given below: 

 

 

Table 1: Experimental Results in Terms of Performance 
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8. Conclusion  

Watermarking technique using DWT has been completed 

successfully. The security has been added with multiple 

encryption techniques. The higher PSNR has been achieved for 

embedded image using these techniques. The use of multiple 

encryption techniques reduced the dependency of secrete image 

histograms. The secrete image has recovered at the receiver 

side faithfully. 
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